MUNI
[CS

Multi-Factor Authentication (MFA)

Mgr. Dominik FrantiSek Bucik
bucik@ics.muni.cz

CESNET AAI Workshop 2022 1



Viacfazova autentizacia

« "Authentication” = proces overenia proklamovanej identity

o Mmetody
o tajna informacia (heslo, PIN) O
o vlastnictvo (TOTP, certifikat, kfuCenky) = token y ]
o biometrika (odtlacok prsta)
o Spravanie

o terminologia

o Multi-Factor Authentication (MFA)
Two-Factor Authentication (2FA)
Two-Step Authentication
Step-up Authentication
Three-Factor Authentication (3FA)

o O O O



Hesla

« retazce znakov, tajna informacia

o Jednoducha implementacia, jednoduché pouzitie

« Utoky eliminovatelné na strane serveru

« problém na strane uzivatelov
o spravca hesiel?




Preco MFA?

o jeden faktor méze byt malo
o kompromitacia faktoru - hesla su vecCny problém

« kombinacia viacero faktorov (aspon 2)
o zvySenie zabezpecenia
o nenarocne pre uzivatelov
o vacsinou tajna informacia + token

o ochrana proti kompromitacii jedného prostriedku

o token + heslo
m brute-force, hash-cracking, offline phishing

o PIN + token

m lokalna kompromitacia




PrivacylDEA

e Open-source projekt

« lahka integracia, rozsiritelnost
o pomerne siroka komunita

e nezavislé na IdP SW

« nasadenie na JP MUNI

o modul do SimpleSAMLphp (privacylDEA)
o modul spracovania AuthN kontextov (authswitcher)
o Vv buducnosti integracia do SaToSa




Podporovane faktory

o Podporovaneé
o TOTP, WebAuthn, PaperCodes
o SMS, e-mail OTP, TiIQR, YubiKey, ...

o« Pouzivané

o TOTP
m 6 Ciselny kod generovany v smartphone aplikacii
o WebAuthn
m  WebAuthn schopny device (FacelD, Windows Hello, YubiKey, ...)

o PaperCodes
m Zalozné kody vytlacené na papier




Integracia s IdP

o SimpleSAMLphp
o docker kontajner (PrivacylDEA)

o integracia cez SSP moduly
m Simplesamlphp-module-privacyidea
m Simplesamiphp-module-authswitcher

. SaloSa

o docker kontajner (PrivacylDEA)

o Integracia ako microservice (Vo vyvoiji)
« Shibboleth (untested)

o docker kontajner (PrivacylDEA)
o library pre integraciu (GitHub repo)



https://gitlab.ics.muni.cz/perun-proxy-aai/simplesamlphp/simplesamlphp-module-privacyidea
https://gitlab.ics.muni.cz/perun-proxy-aai/simplesamlphp/simplesamlphp-module-authswitcher
https://github.com/wraezor/privacyIDEA-shibboleth-tfa
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Technikality

postavené okolo REFEDS MFA

« SP posiela AuthenticationContextClassRef
o https://refeds.org/profile/mfa - MFA l
o resp. acr_values=... v pripade OIDC

APl pre komunikaciu s PrivacylDEA serverom
o Ma tokeny? Ake? Su tokeny validne?
o execute MFA flow (overenie TOTP, WebAuthn flow, ...)

Ul pre registraciu a spravu “faktorov”


https://refeds.org/profile/mfa

Ul - sprava tokenov

i= All tokens

& Enroll Token

total tokens: 4

seriale 'Y typee Y activee descriptione Y failcout

PPR0010F1D9 paper Recovery Codes

TOTP04b8748f09a31bcfb205b4e1044b2348  totp imported (0 |
WAN000535CD webauthn YubiKey v5 (0 |
WANO00667F8E webauthn Blue YubiKey B




Ul - pouzitie
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Multi-factor authentication

Security key One time code

Enter a verification code from authenticator app or a

SECURITY KEY recovery code.
One time code LOGIN

© Masaryk University
The MUNI Unified Login service is provided by Institute of Computer Science




Uzivatel'ska flow (IdP)
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https://docs.google.com/file/d/1isGAbwY1QbZ130JHoVSGs45fhu8ZMaoX/preview

Uzivatel'ska flow (ProxyldP) - MFA IdP
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https://docs.google.com/file/d/1FFqjHzwgqEVhLJwvfgkLIRPlLKssz-xg/preview

Uzivatel'ska flow (ProxyldP) - fallback
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https://docs.google.com/file/d/1u_DIjhQ4l8iCh6XX7JeDta1urFbK29Yl/preview

Pouzitie, projekty

« Nasadenie
o Jednotne prihlaseni MUNI
o e-INFRA CZ
o LifeScience AAI (ELIXIR AAI)

« FR CESNET
o Link
o Implementace vicefaktorové autentizace v akademickém prostredi
> “Ukolem tohoto projektu je sestaveni generické komponenty pro realizaci
MFA v prostfedi Identity Providert provozovanych akademickymi subjekty.”
o Do6raz na UX


https://fondrozvoje.cesnet.cz/projekt.aspx?ID=705

LUN 1

Otazky?
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